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1. IACTIOPT PABOYEM ITPOT' PAMMBI U CIAILIAHEI
Tabmuua 1.1 OcHOBaHHe AJIs peaTu3alyy AUCLHUIUIHHEI

Kon HanpasJieHUs TOATOTOBKY/ CIIELMAIbHOCTH 09.03.02
HanpagpyieHue OAroTOBKY/ CrIeIHaIbHOCTh HHbopMariOHHbIe CHCTEMBI U TEXHOJIOTHH
YpoBeHs 00pasoBaHus bakanaepuar
o pa3spaboTku/00HOBICHHS 2021
Tabnuua 1.2 CTpyKTypa JUCUMIUIMHBI B COOTBETCTBUH C YUEOHBIM IIIAHOM

Bupne! yueOHOH paboTh!, BKIIOUas CAaMOCTOATENBHYIO paboTy dopma obyyeHus:
00y4aromuxcs ¥ TPYJOEMKOCTb JUCLUTIITHHBI OYHas OYHO-320YHAs 3a04Has
TpyaoeMKOCTh AUCLMTUIMHEI 324eTHBIX eIUHULL 2 2

aKaIeMUYEeCKUX

qacﬁs 72 72
KonraktHas paboTa, |AyauropHas JIEKLMH 12 4
qac NpaKTHYECKUe 12 4

3aHATUS

na60paTOPHBIH

PaKTUKYM

BueaynuropHas
CamocrosTenpHas pabora, yac 48 64
Tabmmua 1.3 ®opmbl KOHTPOJISI JUCLMIUIMHEI
Cemectp @opma obyyeHwus:
¥ GopMa KOHTPOJIA
OYHas OYHO-3204Has 3a04Hasd

TIEpHO/IbI KOHTPOJIS 8 cem 9,10 cem
ok3ameH (blI)
3a4éT (BI) 8 cem 10 cem
KypcoBas paboTa
KYPCOBOW IPOEKT
MHIWBHOYaJbHOE 3aJaHue (KOHTpOJIbHAs paboTa)

Tabnuua 1.4 Bugel camocTosTensHON paboThl

. ®dopma 00yyeHus
Bun camocTosiTensHOM paboTel Bun 3anatus Tun nepuona
OYHas OYHO-3a0YHAs | 3a0vHas

[ToaroroBka K JEKUUAM Jlexuun e

o0yueHue 20 26
IToaroTroBka K MpaKTHYECKUM Teoperuueckoe

IIpakTuueckue

3AHSATHIM o0yueHue 20 26

OK3aMeHaIIOHHBIE
IToaroroBka k 3aueTy 3auer

CeCcCUH 8 12
Hroro 48 64




2. EJTb OCBOEHMS JVICIIILIHEI

2.1. Ilennb ¥ 337248 OCBOEHUS JUCIUIIHHBI
O3HaKOMJIEHHE CTYIEHTOB C OCHOBHBIMH CBEAEHHSAMH O POCCHHUCKOM U 3apyOeXHOM 3aKOHOIATENBCTBE B 00JaCTH

UH(DOPMALHOHHON 6€30MacCHOCTH.

HS}/'-ICHIIIC OCHOBHBIX CPEACTB U METOAOB 3aLIHUTHL I/IHlbopMaL[I/II/I.

3amaun OCBOEHHUS JUCIUTUTUHBI:

1. M3y4uTH OCHOBHBIE MMOHATHS, O3HAKOMHTCS C METOAAMH 3aLUThl HHGOPMaLUY;
W3YYHTh TEXHUUYECKHE CPEACTBA OpraHu3aly MHPOPMALHOHHON 6e30IacHOCTH;

HporpaMMa cocCTaBJIcHA B COOTBETCTBUU C Tpe6OBaHI/IHMH CDe;:xepaanoro rocyjapCTBEHHOIO o6pa30BaTean0ro
cTaHaapTa BBICIIETO 06pa303aHH;{ MO HaMpapJIEHUIO NIOATOTOBKH / CIICHHUAJILHOCTHU HHCbOpMaIJ,I/IOHHBIe CHUCTEMBI U

TEXHOJIOTHUH.

[Tporpamma cocTapieHa ¢ y46TOM peKOMEHAALMI NPIMEPHOH OCHOBHOM 00pa30BaTeNbHOM POrpaMMBl BEICLIErO
06pa3oBaHUs MO HATIPABJICHUIO MOArOTOBKH/crieLManbHOCTH IHpOpMaLMOHHbIE CUCTEMBI ¥ TEXHOJIOTUH

YTBEP>KOEHHOU

2.2. Ilepeyenp nIaHUPYeMBIX Pe3yJILTATOB 00y4YeHHs MO JUCHMILIMHE (MOXYJII0), COOTHECEHHDIX €
NJAHHPYEMbIMH Pe3yJbTATAMHI OCBOEHHS 00pa30BaTeNbLHOH NMPOrpaMMbl

Tabnuua 2.1 IlepedeHb MIaHUPYEMBIX Pe3yJIbTaTOB 00y4eHHs 10 JUCUMILUIIHE

Kon v HanMeHOBaHYE KOMIIETEHLIH
(pesysibTaT OCBOCHUS)

KOII W HAUMEHOBAHUE UMHOUKATOpA JOCTUXKECHHA KOMIIETCHIIMH

ITK-4. Crioco6eH BBITOJIHATE paboTEI MO
obecrneyeH 0 MHPOPMALIMOHHOM
6e3onacHocTH 6a3 manHbIX (IIC 06.011
OT® D)

TIK-4.1. 35aeT HOpMAaTUBHBIE, METOAWYECKHE MaTepHaJIbI 110 BOIPOCaM
WCTIBITaHUs, TECTUPOBAHUS M OLICHKH KauyeCcTBa IIPOrpaMMHOTr0
obecrnieyeHus.

[IK-4. Crioco0eH BBIMOIHATE pabOoThI IO
obecnevyeHu0 HHPOPMaLIMOHHOH
6e3onacHocTH 6a3 manHbX (IIC 06.011
OT® D) '

[TK-4.2. YMmeeT BBIABIATH Yrpo3bl Oe3omacHocTy Ha ypoBHe B/I.
Pa3pabatbiBaTh MEpONPUATHS IO 0OeCHIeYeHHIO 6e30MaCHOCTH Ha
ypoeue B/JI.

[TK-4. Cioco6eH BBIMONHATE pabOThI 11O
obecneyeH o HHPOPMALIMOHHOM
6esonacHocTH 6a3 nanuex (I1IC 06.011
OT® D)

[1K-4.3. BnageeT npakTHYECKUM OIBITOM BBIOOpa OCHOBHBIX CPEZICTB
NOANEPKKU HH(GOPMAIIMOHHO# Oe3omacHocTH Ha ypoBHe B /1.

[TK-5. Cioco6eH BHIMOIHATE paboTHI 10
cozmanuio (MomuduKanum) 1
COMPOBOXKASHUIO HHHOPMALOHHBIX
cuctem (IIC 06.015 OTD B)

[TK-5.1. 3Haet Teopuro 0a3 JaHHBIX, TEXHOJIOI'MH BHIIIOJHEHHS paboT B
opranmzauuu YC, coBpeMeHHbIE METOAUKU TECTHPOBAHMSA
paspabatsiBaembix HC.

[TK-5. Cnioco6eH BEIMOIHATE paboThI IO
co3nanuio (MOAUpUKALIN) U
COMPOBOXKASHHIO UHHOPMALIOHHBIX
cuctem (TIC 06.015 OTD B)

[TK-5.2. YmeeT pa3pabaThiBaTh JOKYMEHTBI, OLICHUBATh 0OBEMEI U
CPOKH BBIIOJTHEHUS paboT

[TK-5. CriocoGeH BBITTONIHATE paboThI 11O
co3aaHuio (MOAU(pUKALMHN) U
COTPOBOKASHHUIO HH(OPMALMOHHBIX
cuctem (TIC 06.015 OT® B)

[IK-5.3. BnapneeT npakTHYECKUM OMNBITOM MOArOTOBKH YacTei
KOMMEPYECKOro MPeIoKeH s 3aKa34uuKy 00 o0beMe U cpokax
BBITOJIHEHHUs paboT 10 CO3aHuUIO (MOAU(UKALIMK) U BBOLY B
skcrutyarauuo MC

VK-1. Crioco6eH ocyIecTBIATh NOUCK,
KPUTHYECKUH aHaTU3 U CUHTE3
UH(OpMAaLKK, IPUMEHSTh CUCTEMHBIN
MOIXON VISl pELICHHS TIOCTaBIEHHBIX
3agay

VK-1.1. AHanuzupyeT npuHLMIEL coopa, 0Toopa U 06001meHus
uHbOpMaLHHU

VK-1. CriocobeH 0CyIIeCTBIIATE MOUCK,

VK-1.2. COOTHOCHUT pa3HOpPOJHBIE SIBIEHUS U CUCTEMAaTU3HUpPYET UX B




KPUTHUYECKUH aHAINU3 U CHHTE3
HH(QOpPMAaLMH, IPUMEHATh CUCTEMHBIH
MOIXO/ AJIsl PELUEHHUs] MOCTaBIEHHBIX
3anay

pamMKax H30paHHBIX BUAOB NPO(eCCHOHATBHOM AEATENbHOCTH

VK-1. CnocobeH oCyImecTBIsTh TOUCK,
KPUTUYECKUH aHaNIU3 U CHHTE3
MH(pOPMALHH, TPUMEHATh CUCTEMHBIH
NOAXO/ TSl PELeH s NIOCTaBIEHHbIX
3ajay

VK-1.3. Fimeet npakTu4eckuii onbIT paboThl ¢ UHGOPMALKOHHBIMU
o0bexTaMu U ceThro VIHTepHeT, onbIT 6MOIHorpaguyeckoro noucka,
CO3JaHUs Hay4YHbIX TEKCTOB

Tabnuua 2.2 — Iltanupyemble pe3ybTaThl OCBOSHHUS AUCLUIUTUHBI 00pa30BaTeIbHOM IPOrpaMMBbl

Kon v HanMeHoBaHuUe WHOUKaTOpa
JOCTHOKEHH KOMIIECTCHUHNHU

HaumeHoBanue nokaszaresnis OleHUBaHUA (pe3yJsibTaTa 00y4eHHUs 1o
JUCUHUILTHHE)

1

2

TIK-4.1. 3HaeT HOpMAaTUBHBIE,
METOIHYECKHe MaTepHalsl 110 BOIpOcam
UCTIBITAHUS, TECTUPOBAHUS U OLICHKH
Ka4ecTBa IPOrpaMMHOro 06ecneyeHus.

3naer: [1K-4.1. 3akononatensctBo Poccuiickoit @enepanyu B obnactu
obecrnieyeHus 0€30MaCHOCTH U 3aLUTHI IEPCOHAIBHBIX JaHHBIX

Vmeer: IIK-4.1. [InaHupoBaTh U OCY-LUECTBIIATE MEPHI 10 YCTPa-HEHMIO
TIOCJIEICTBUI Hapy-LISHHUS PErIaMeHTOB obec-TIe4eHUs 6e30MacHOCTH
Ha ypoBHe B]I

Hmeet HaBbiku: [IK-4.1. OueHkH cTeneHH 3alMThl JAHHBIX OT YIPo3
6esonacHocTH Ha ypoBHe BJI

ITK-4.2. YMeeT BBIABIATb YTPO3bI
OesonacHocTH Ha ypoBHe B/I.
PaspabareiBaTh MEpONPHUATHS T10
obecreueHHIo 6e30MacHOCTH Ha YPOBHE

B

3naet: [1K-4.2. CpencrBa 1 HHCTPYMEHTH! BOCCTAHOBIICHUS
6e3zonacHocTH Ha ypoBHe b1

VYmeert: ITK-4.2. BeIBIATh Yrpo3bl 6€30macHOCTH Ha ypoBHE b1

Hmeet HaBbiku: [1K-4.2. Pa3paGoTki MepONnpHATHIA 10 00eCIeYeHHIO
6e3onacHoCTH Ha ypoBHe BJ]

[1K-4.3. BnageeT npakTU4ECKUM ONBITOM
BBIOOpa OCHOBHBIX CPEACTB MONEPHKKHI
WH(OPMALHMOHHON 6€30MacHOCTH Ha

yposre B/1.

3uaet: I[1K-4.3. Yrposs! 6e3onacHocT BT 1 crioco6b! ux
MPEeNOTBPAlEHHS

Vwmeer: I[IK-4.3. OcymecTBasTh BHIOOP OCHOBHBIX CPEACTB MOANEPIKKU
HH(OPMAUMOHHOM Oe3onacHoCTH Ha ypoBHe B]]

Wwmeert HaBbiku: [IK-4.3. AHanu3a BO3MOXKHBIX YTrpo3 I 0€30IacCHOCTH
JAaHHBIX

ITK-5.1. 3Haer TeopHto 6a3 NaHHBIX,
TEXHOJIOTMH BBINOJHEHHS paboT B
opranmzauuu YIC, coBpeMeHHbIE
METOUKH TECTUPOBAHUS
paspabatsiBaembix MIC.

3naer: [IK-5.1. CoBpeMeHHbIE METOAUKU TECTUPOBAHUA
paspabatsiBaembix VIC. CoBpeMeHHBIE cTaHAAPThI HHYOPMALIMOHHOTO
B3aUMOJEHCTBUS CUCTEM

VYmeer: ITK-5.1. KoguposaTs Ha f3bIKax NpOrpaMMHPOBAHUA.
TecTupoBaTh pe3ynbTaThl MPOTOTUIIMPOBAHUS

Wmeer napbiku: [IK-5.1. Pazpabotku npototuna YIC Ha 6a3e TUIOBOit
HC B cootBercTBuy ¢ TpedoBanuamu. Tectuposanus nporotuna C Ha
KOPPEKTHOCTh apXHTEKTYPHBIX PELICHHH

[TK-5.2. Ymeer pa3pabaTbiBaTh
JIOKYMEHTBI, OLIEHUBATh OOBEMBI U CPOKHU
BBITIOJIHEHHS paboT

3naer: IIK-5.2. OtpacneByro HOpMaTUBHYIO TEXHHUECKYIO
JOKYMEHTaLUIO

Ywmeer: ITK-5.2. AHaTM3HPOBATH UCXOIHYIO JOKYMEHTALIUIO

Wwmeer Haspiku: I1K-5.2. OueHKH 00BEMOB B CPOKOB BBITIOJTHEHHS
pabor.

IIK-5.3. Bnageet npakTHYECKUM OIBITOM
MOArOTOBKHU YacTel KOMMEPYECKOro
MpeNToXKEeHHs 3aKa3yrKy 06 oObeme U
CpOKaXx BBIMOJHEHHUs paboT Mo CO3JaHHUIO
(MoguduKauyn) U BBOLY B

3naer: [1K-5.3. McTounuku uHpopMauyu, HEOOXOOUMOM 1A
po(heCCHOHATIBHOM es-TENbHOCTH

Vmeer: ITK-5.3. TIpoBoauTh cOOp UCXOMHBIX JaHHBIX y 3aKa34HKa,
MonenupoBate 6u3Hec-npouecckl B THnosoi MC

Hmeer naspiku: IIK-5.3. ITonroToBku yactei KOMMEPUYECKOTO




akcrutyartanuo UC

TIPEIJIOKEHHUS 3aKa3uuKy 06 06beMe i CpoKax BEIIOIHEHHUs paboT o
CO3aHuI0 (MOIUGHKALIMH) M BBOAY B 3KCILTyaTauuio FIC

YK-1.1. Aranuzupyer npuHummns! c6opa,
or6opa 1 06061eHHs HHPOPMALUH

3uaet: YK-1.1. MeToauky BEISBIEHHS CHCTEMHBIX CBSI3€M M OTHOLICHHI
MEXIy U3y4aeMBIMHU SBIECHUIMH, TIPOLECCAMH W/HIIH 00BEKTaMH Ha
OCHOBE NPHHATOH NapaJurMel

Ymeer: VK-1.1. Belsenare auanekTuueckue U popManbHO-IOTHYECKUE
NPOTHBOPEYHS B aHATU3UPYEMOH MH(OPMALIUHU C LIENBIO ONpeIeIeH S
€€ JOCTOBEPHOCTH

Hmeer Hapbiku: YK-1.1. ®opMUpOBaHKS U apTyMEHTHPOBAHHS BEIBOOB
Y CY’>KZICHUH, B TOM YHCIIE C NPUMEHeHHeM (QHI0COPCKOro MOHATHIHOTO
annapara

VK-1.2. CoOTHOCHT pa3HOpOAHbIE
SIBJIEHUS U CUCTEMATH3UPYET UX B
pamKax u30paHHBIX BUIOB
npo(ecCHOHANBHOMN AEATENLHOCTH

3Haer: YK-1.2. MeToasl CHCTEMHOrO MOAXO0AA T PEIleHHs
NIOCTaBJICHHBIX 3aJ1a4

Vmeer: YK-1.2. JIoru4HOo ¥ HIOCIEOBATENBHO H3/1araTh BBISIBIICHHYTO
MH(OPMALHIO CO CCBUTKAMH Ha HH(OPMALIMOHHEIE PECYPChI

Hmeet HaBbiky: YK-1.2. BEISBISHUS CHCTEMHBIX CBS3€i M OTHOLIEHHIA
MEXy U3y4YaeMbIMH SBJICHUAMH, IIPOLIECCAMU W/UIH OOBEKTAMHU B
0651acTH POGhEeCCHOHATBHOM AEATENBHOCTH

VK-1.3. IMeeT npakTuyecKuii onbIT
paboThI ¢ HHGOPMALMOHHBIMU
00BeKTaMu | ceThi0 UHTEepHET, OmBIT
Gubnuorpaduyueckoro noucka, Co3NaHuUs
HAYYHBIX TEKCTOB

3naet: YK-1.3. [Ipuniume! BeIGOpa HHGOPMALMOHHEIX PECYPCOB MIA
TIOMCKA MH(OPMALMK B COOTBETCTBUM C TIOCTABJIEHHOM 3a1aueii

Ywmeet: VK-1.3. IIpoBOAMTE OLEHKY COOTBETCTBHSA BEIGPAHHOTO pecypca
KPUTEPUAM IOJIHOTHI M 2y TEHTHYHOCTH

Hmeer Hasbiku: VK-1.3. Cucremarusauuu o6HapysKeHHOI
MH(OPMALHH, TIOTY4eHHON U3 Pa3HBIX HCTOYHHKOB, B COOTBETCTBHH C
Tpe6GOBaHUAMH ¥ YCIOBUAMH 3a1a4K

HHdopMmaLns o BBIIBIEHUM PE3yJIBTATOB OCBOSHHS JUCUMILTHHBI PEACTaBIeHa B DOH e OLeHOUHBIX CPEACTB 10
aucumruige. [Tacniopr ®OC npencrasnen B pasnene 4 PIII.

[pumeyanue: POC paspabaTsisaercs kak npunoxenue k PIIJ] B cooteetcTeuu ¢ TTonosKeHHeM 0 @OC,
YTBEPIKIEHHBIM JIOKAIBHBIM HOPMATHUBHBIM aKTOM.




3. COIEPXAHUE JUCIATLINHEI

3.1. Tempsl y4eGHOl AUCHUNIHHBI (IEKIHOHHbIE 3AHATHS)
Ta6nuua 3.1 Tembl JEKLMOHHBIX 3aHATHH
HanMmeHOBaHUE KonuyecTso 4vacoe mo ¢popmam
R P —— Tema u comeprkaHue JIEKIMOHHOTrO 3aHs- 06y uerHs
(wo-zy3) ™ Kopn. i 4,: Caw.pa6
1 2 3 4 5 6 7 8 9
IlepBas rpynna ouynas popma (8 cemectp), 3209HasA
nepuojga ¢opma (9 cemecTp, 10 cemecTp)
arrecranuu (3ayer)
1|Cpencrea u MeTonsl (CpencTBa M METOIBI 3AILHTEI 2 0,5 2 3
3aIIUTHI nHpopmauuu.lenu 3amuTel HHGOpMAIUH.
UHGOpMAaLUH Teopetuueckre OCHOBBI HHOOPMALMOHHOM
6esonacHoct. TpeboBanws,
npeabsBiIseMble K 00eCTIeYeH IO
fe3omacHOCTH MHGOPMALIMOHHBIX
TexHonoruil. OpraHu3alMOHHO-TIPABOBOE
obecneuerre HHGOPMALOHHON
6eszomacHocTH. IIpaBoBas 0a3a 3aIlUTEI
uHpOpMaLUH
2|Cpencrea u MeTons!l  |COXpaHHOCTH U 3alllMTa POrpaMMHBIX 2 0,5 3 3
3aIIUTHI cucteM. OOLIMe TEXHUUECKHE CPEICTBA U
uHGopMaLuu METO/BI 3aLUTHl MHOPMALIUH.
Kpunrorpaduueckre METOABI 3aLIMTHI
uadopmauwu. IIporpaMMHO-arnnapaTHele
cpencTBa obecreyeHUs: HHPOPMALMOHHOM
6e30macHOCTH
3|Cpencrea 1 MmeTozns! |3aumra uHbOpMauuK B ceTax.Moznens 2 1 3 4
3aLUTEI OSI. IIpoToxob!l 6€30MacHOCTH.
UHGOpMAaLMHK OnwucaHue CEeTEeBbIX aTak.
4|Cpenctea ¥ MeToabl |CpencTBa 3allUThl OT 2 0,5 3 4
3aIIUTHI HECAHKIIMOHUPOBaHHOTO focTyna. Kanansl
uHpOpMaLUH yTeuku nHpopMauuu. OpraHu3aldOHHbIE
MepBI 0 3aIUTe KOHGHACHUMATEHOM
uHdopmauuu. Mexcereoe
SKpaHUPOBAHUE.
5|Cuctemsl [lepcoHanbHEIE JaHHBIE. 2 0,5 3 4
uHpopMaloHHOM  [MHpopMalmOHHas CUCTeMa
6€e30MmacHOCTH MIepCOHAJIBHBIX NaHHBIX . OCHOBHBIE
onpenenenus. Kareropuu nepcoHaibHbIX
JAaHHBIX. YPOBEHB 3aLIUILEHHOCTH
NIePCOHATBbHBIX JAHHBIX.
6|Cuctemsl CucTeMbl HHGOPMaIOHHON 1 0,5 3 4
uH(opMaUroHHOM  |6e3onacHocTH. OpraHu3auOHHbIE
6e30macHOCTH BOTIPOCHI KOPIIOPATUBHOM 0€30MacHOCTH.
Veranoska peruenus Kaspersky Security
Center. Pa3BepThIBaHHE CHCTEMBI 3aLIUTEI
Ha TPEANPUATHH.
7|Cuctemsl Atrecranus 00BeKTOB HHGOPMATH3ALUH 1 0,5 3 4
UH(GOPMALMOHHOM |10 TpeOoBaHUAM 6€30MaCHOCTH
6e30nmacHOCTH rHpopmauuy. OpraHu3alHOHHbIE
BOTIPOCHI KOPIIOPATHBHOM 6€30MacHOCTH.
Veranoeka peruenns Kaspersky Security
Center. Pa3BepThIBaHHUE CHCTEMBI 3aLUUTHI
Ha peANPUSITUH




HATOIO 12 4 20 26
IlepBas rpynna
nepuoja
aTTecTaluu (3a4eT)
Hroro 12 4 20 26

3.2. IlpaxkTuvecKkue ¥ CeMHHAPCKME 3AHATHA U MX CONEpKaHMe
Tabmuua 3.2 TeMbl NpaKTUUECKUX 3aHATHH

HauMeHoBaHUE KonuyecTBo wacor no ¢popmam
R A ——— Tema u copeprxaHue NPaKTHIECKOro 06yUeHHs
(vo-nyrs) Romnpaf ) Campef |
1 2 3 4 5 6 7 8 9
Ileppas rpynna ounas (popma (8 cemecTp), 3204HaA
nepuoaa ¢opma (9 cemectp, 10 cemecrp)
arrecranun (3a4er)
1|Cpencrsa u metonsl  |Kpunrorpagus. OCHOBHBIE AITOPUTMBI 2 0,5 3 4
3aLLUTEI wudposanus. . PazpaboTka mporpamMMel
UH(DOpMALUK pasrpaHUYeHus TTIOJTHOMOYHH
I10JI630BATENIEH Ha OCHOBE NMapOJIbHOMI
ayTeHTU(PHUKALUK U 3HAKOMCTBO C
NOHSTHEM KPUNTOIrpaduH.
2|Cpenctea 1 metons!  |Lndpopanue u d1eKTpoHHO-IMPpOBas 2 0,5 3 4
3aIUTHI NOAMUCH JOKyMeHTOB. IIporpaMmel
uH(bOpMaLU 3alIMTHI JaHHBIX. | eHepalus OTKPEITBIX U
3aKPBITHIX KJII0YEH 3EKTPOHHOM
urppOBOM MOANUCH U LIMPOBAHHUS.
V3y4yeHnue pabOTH KPUNITONPOBANHIEPOB U
NpOrpamMM 3aIlUThl JaHHBIX.
3|Cpencrea u MeTonpl  |O030p pelIeHUs OpraHU3aluu 2 0,5 3 4
3aIUUTBI KOPIOPaTHBHOMN 6€30MacHOCTH.
HHpOopMaLUH WHCTpyMEHTEI yrpaBlIeHUs
0€e30MacHOCTBIO OpraHu3auun. Mzyyenue
3a/1a4 110 YTIPABJICHUIO U 00CTY>KUBaHHIO
CHCTEMBI 3alIUTHI CETH OpraHU3aLUH B
nporpamme Kaspersky Security Center.
4|Cuctemsl H3zyueHue nepenoBbIX TEXHOJIOT Ui 2 0,5 3 4
WUH(POPMALMOHHON  |[3aLUMTHI OT BPEJOHOCHBIX NPOrpaMM.
6e30MacHOCTH WHCTpYMEHTHI 3alUTEl GHU3HECa OT
COBPEMEHHBIX JUHAMUYHO
Pa3BUBAOLIMXCS YIpo3. YIIpaBieHue
HACTpOMKaMH cepBepa
aqvmunucTprpoBanus Kaspesky Security
Center. KoHTpos1b paboynx MecT.
5|Cucremsl H3zyuenvie CpencTB 3alIUThl KIIMEHTCKHUX 2 1 4 5
WH(POPMALMOHHOM  |KOMITBIOTEPOB. Y CTAHOBKA ¥ HACTPOMKA
0e30macHOCTH MapamMeTpOB CUCTEMBl YTIPaBIEHHS
Kaspersky Security Center. Ynpasnenue
HacTpOMKaMH cepBepa
aqmunucTprpoBanus Kaspesky Security
Center. OGcmy>xuBaHye pabouux MeCT.
6|Cucremsl Prcku MoTepy AaHHBIX B COBPEMEHHBIX 2 1 4 5
vHMOpMaUMOHHOH  |Ou3Hec mpoueccax. PesepsHoe
6€30M1acHOCTH konuposaHue B Windows
UTOro 12 4 20 26
IlepBas rpynna
nepuona




|aTTeCTaunn (3a4er) |

Hroro

12

20

26

3.3. JlaGopaTopHbIil NPAKTHKYM H €ro coJepianue
He npenycMmotpeHo.

3.4. Kypcogoii npoekT (paboTa) H ero XxapakTepHucTHKA
He npenycmotpeHo.

3.5. HuameuayaabHOe 3aJaHUE U ero XapaKTepHCcTHKA
He npenycMotpeHo.




4.1.

4. BBIBJEHHUE PE3YJIBTATOB OCBOEHU S U CLHIAITINHBI

ITacoopT ponpa onenounsix cpeacts (POC) no qucummInHe
Tabnuna 4.1 - ITacnopt doxaa oueHounsx cpeacts (POC) no AucHUIIIMEE

Konsr

Haumenoranue

Ne . | dopmupyeMbIx
OLIEHOYHOTO CPeNCTBa Texnonorus Bup aTrecranuu Bunp! 3ansaTuit g

n/n KOMIIETEHLMIH

1 2 3 4 5 6

1 |CobGecenoBanue WHTepaxkTrBHAS Texymuit kontpons  |Jlekuuu ITIK-4.1., TIK-4.2.,
o0pasoBaTenbHas ITIK-4.3., TIK-5.1.,
TEXHOJIOIHsl TIK-5.2., TIK-5.3.

2 |Teopueckoe 3amanue |TexHonmorus Texymwmit koutpons  (IIpaktuueckue, |[[IK-4.1.,TIK-4.2.,
MIPOEKTHOI'O CPC IIK-4.3,, TIK-5.1.,
00ydeHus IIK-5.2., TIK-5.3.,
(TBOpYECKUH, VK-1.1., VK-1.2.,
UCCIIEN0BATENbCKHIMA VK-1.3.

MIPOEKT)

3 |Tect HudopmanmonHo-  |[IpomexyTounas 3ayer IIK-4.1., TIK-4.2.,
KOMMYHHKALIMOHHAs |aTTecTamus I1K-4.3., IIK-5.1.,
oOpa3oBaTenbHas IK-5.2., TIK-5.3.
TEXHOJIOTUS

4.2 Bonpocskl k 3k3aMeny (3a4ery)

IlepBas rpynna nepmoaa aTrecranuy (3aduer) - ounas ¢popma (8 cemectp), 3a0unas ¢popma (9 cemectp, 10
cemecTp)

1.

(e BEN o) WU, ISR VLN

CgotlicTBa uH(pOpMALH
. CyOBeKThl MHQOpPMALMOHHOM Ge30MaCHOCTH.

. IloHsTHe aBTOpU3ALMH.

. IlonsaTre ayTeHTHUKAIMY.

. OCHOBHBIE AITOPUTMEI IIKU(PPOBAHUS.
. Onpenenenue Buna mudpa.

. Bupycer

. CeTeBble aTaku.

9.

MesxceTeBoit sKpaH.

10. SnexrpoHHas nuppoBast MOAMUCH.

1

1. 3amaun DLP cucrem

12. Komnonents! 3amutsl Kaspersky Endpoint.

13. OcHOBHBIE MPUYMHBI TOTEPU UHPOPMALIUH.

14. Haznauenue u pynkuponan Kaspersky Security Center
15. Arent anmunucTpupoBanus Kaspersky Security Center
16. MeTons! pe3epBHOIO KOMUPOBAHUS

17. Cuctemsl pe3epBHOIO KOMHUPOBAHHUS.

18. Buzb! pe3epBHOrO KOTIMPOBAHMS.

19.

20. Arrectauus 06peKTa HHPOPMATH3ALHH.

2

4.3 TexHOJIOTHSA BHIABICHHSA YPOBHS OCBOCHHUSA TUCUMIITHHBI

1. AKKpeaUTALMIO OPTaHOB 10 ATTECTALUH.

PazpaboTka ¥ BHEpEeHHE CHCTEMBI PE3EPBHOrO KOMUPOBAHKS

TexHonorus BeIABIEHHS YPOBHS OCBOCHHUS NUCLHUIUIMHEI IPHBOAUTCS B oHae oueHounsix cpencts (OOC).




5. YUYEBHO-METOJHYECKOE 1 THO®OPMAIIMOHHOE OBECIIEYEHAE OCBOEHISI
JUCTIAILIIHBI (MOAY JLA)

5.1. OcHoBHas M JONOJHHTEJbHASA JHTEPATYpPa

OcHoBHas JUTEpaTypa

1. MadopmalmonHas 6e30MacHOCTb U 3alikTa HHbOpMalme [DIeKTPOHHBIA pecype] : V4eOHO-MEeTOqUUECKIH
xommtexe / C. A. Omaposa, K. A. Hckakosa, H. A. Toiiran6aesa ; coct.: C. A. Omaposa, K. A. Hckakosa, H. A.
Toitran6aesa. - Anmatel : Hyp-Tlpunr, 2012. - 98 c. - ISBN 9965-756-05-8.
(http://www.iprbookshop.ru/67055.html)

2. MaopMaLMoHHas 6e30MacHOCTb ¥ 3alUTa HHPOPMALMHI Ha JKENE3HO0POXKHOM TpaHcnopre: Hacte 1.
MeTomoNor s U cUcTeMa obecreueH s HHPOPMAIMOHHOM 6€30I1aCHOCTH Ha JKEJIE3HOXOPOXKHOM TPAaHCIIOPTe
[DnexrporusIii pecype] : yuebuuk / C. E. Anamypos [u ap.]. - UndopmanuorHas 6e30nacHOCTb U 3alluTa
vHpOpMALIMK Ha JKENEe3HOJOPOKHOM Tpancnopte: Yacte 1. Mertogosorus u cucrema obecrieueHus
MH(GOPMALIMOHHO 6€30TaCHOCTH Ha XKEe3HOAOPOKHOM TpaHenopte ; 2018-04-25. - Mockaa : VYuebHo-
METOIMUECKHil LIEHTp Mo 06pasoBanuio Ha xeinestonopo (hitp://www.iprbookshop.ru/45259 . html)

JonoauuTeNbHAS JIHTEPATYPA

1. Bauney, [LH. HMupopmauronHas 6e30MacHOCTS | 3aLuTa HHbOpMaLuy [DNeKTpoHHBIH pecype] : yueGHOe
rnocobue / I1. H. Bauutel, A. B. Ba6au, E. K. Bapanosa. - UndopmanroHHas 6e30MacHOCTb U 3alIuTa MHGOpMAaLiy
- 2019-02-17. - Mocksa : Eppasuifckuii oTKpbITbI HHCTHTYT, 2012. - 311 c. - ISBN 978-5-374-00301-7.
(http://www.iprbookshop.ru/10677.html)

2. [Maxun, AWM. HadopmannoHHas 6€30nacHOCTs HHYOPMALMOHHBIX CHCTEM YIPABICHUA NPEANPUATHEM
[DnexTporHsIi pecype] : yue6Hoe mocobue / A. H. Iakun. - MadopMarmonHas 6e30nacHoCTs HHPOPMALMOHHBIX
cucTeM ynpasieHus npeanpustieM ; 2017-06-20. - Mocksa : MockoBcKast rocy1apCTBEHHAs akaJeMus BONHOro
Tpancmopta, 2009. - 41 c. (http://www.iprbookshop.ru/46462.html)

MeToanyeckne yKazaHus

1. Wly6Guuckuii, M. . MHdopmaLuoHHas 6e30MacHOCTb A pabOTHUKOB OHOIKETHOH cdepsl. 3amura
NepCOHATBHBIX TaHHBIX [DneKTpoHHblit pecypc] : Yue6noe mocobue / M. M. IlyGunckuii ; M. U. lyOuHCKMH. -
WudopMalonHas 6e30MacHOCTb [l paGOTHUKOB GXO/KETHOM cepbl. 3aluTa NePCOHANBHBIX JAHHBIX | 2022-10-
01. - Cankr-Tlerepbypr : Vausepcurer UTMO, 2013. - 77 c. (http://www.iprbookshop.ru/68654.html)

5.2. HWcnoan3yemple 0a3bl AaHHBIX H HHGOPMANHOHHBIE CIPABOYHbIE CHCTEMbI

Ta6nuua 5.1 Ycnons3yemoe nporpaMMHoe obecrieyeHue

No HaumeHnoBanue [MonTBepxxaeHue
i UH(OPMALIMOHHBIX PECYPCOB JIMLEH3UN KonuuecTro nuueH3ui
1 2 3 4
1 |["ASK_P" ArromaTusuposanHas cuctema |CBoGomHo pacrpoctpansemoe 110, 1000
KOHCYJIbTalM#l ,caMOIIPOBEPKHU M AKT BBINOJTHEHHBIX paboT OT
KOHTPOJIS BBITIOTTHEHHUS MPOEKTa 14.08.2021r NeA8

OIHO3TAKHOTO MPOMBILITIEHHOTO 3JaHUsI
B COOPHOM >Kene300eToHe.

2 |Far Manager Croboano pacnpoctpansemoe I10, 1 000
AKT BBITIOTHEHHBIX paboT OT
14.08.2021r NeAS

(U%]

Ubuntu CeobGoano pacrpoctpansemoe I10, 1000
AKT BBINIOJTHEHHBIX paboT OT
14.08.2021r NeAS

4 |VirtualBox CBo0OOIHO pacrpocTpaHsIeMoe 500

TIporpaMMHOE obecreyeHue
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5 |Windows 10 Education ITponnenue Azure Dev Tools for 500
Teaching
Tabnuua 5.2 Hcnionesyemble 6a3bl JaHHBIX W HHDOPMALHOHHO-CIIPABOYHbIE CHCTEMBI
Ne HaumeHnosanue IMonTeepxnenue
o /I_I MH()OPMaLIMOHHBIX PECYPCOB JIVLEH3UH KommgecTso nuuensuit
1 2 3 4
1 |OnekTpoHHEIH KaTanor GUGIMOTEKH Horoeop ot 20.10.2016 Ne16816 , 500
HI'ACY (Cubcrpun) AKT BBINIOJTHEHHBIX PaGoT OT
14.08.2021r NeA8
2 _|Onextpounblit karanor «Craten MAPCy |CBo6oaHo pacipocTpansemas BJ] 1 000
3 |OneKkTpoHHO-OHGIHOTEYHAs cUcTeMa Jlorosop Ha npenocTrasieHye
[PRbooks JOCTyMa K NIEKTPOHHO-
6uOIHOTEUHOI cucTeMe
IPRBOOKS ot 25.09.2020 Ne
5293/19
4 |MOODLE - Ilopran aucranuuonHoro  |CeoGoaHo pacrpocTpansemas BT, 1000
obyuenus HCACY (Cuberpun) AKT BBITIOJIHEHHBIX paboT OT
14.08.2021r NeAS8
Tabauua 5.3 Ucnose3yemMble HHTEDPHET-PECYPCHI
No HanmeHoBanue
o /;I MH(OPMALOHHBIX PECYPCOB Ccpuika
1 2 3
1 |OdunmansHsii caiir HTACY http://www.sibstrin.ru
(Cubctpun)
2 |Ilopran JO HI'ACY (Cubctpun). http://do.sibstrin.ru/login/index.php.
3 |ITouckosas cucrema Google https://www.google.ru/
5.3. Meroanyeckue peKOMEHAANHMM 10 OPrAaHA3ANMH H3YIEHAA XUCHHILTAHBI
Tabmuua 5.4 Hcnone3yemsle 06pa3oBaTenbHbIe TEXHOIOTHH
HanmenoBanue
Ne TexHonmoruu Bup 3ansaTuit Kparkas xapakrepucrrka
n/n
1 2 3 4
I. |AynutopHsie notounsle U |MHdopMatmonHele nexuuy, |Ha NeKuusax: HCIONb30BaHHEe MyJIbTUMETMHHOTO
TpYMIOBBIE 3aHSTHS B NIPAKTUYECKUE 3aHATHS IPE3EHTALMOHHOrO 000pYJOBaHHUS C
CreUMaNu3upPOBaHHBIX AEMOHCTpaLuel BUAeoQUIBMOB, oTorpaduii,
K1accax KOMIIBIOTEPHBIX Npe3eHTauuii, Ha
NPaKTHYECKUX 3aHATUAX: OCBOCHHE KOHKPETHBIX
YMEHHH ¥ HABBIKOB T10 NPEIJIOKEHHOMY
IpenojaBareseM alrOPUTMY .
2. |Meropn npoGneMHoro ITpoGnemHubie CamocToATenbHOE H3yYeHHe CTYAeHTaMH
U3JIOJKEHHS MaTepHaia JIEKUMH, PAKTHYECKHE Marepuaa JIEKUMH C IOCeny e
3aHATHSA IMCKyCCHel B aynuropun. Opranusanus
y4€e6HOH paboThl, HaNpaB/IeHHAs Ha peleHHe
KOMIUTEKCHOM y4eOHO-IT03HABATEIbHOM 331241
Ha NMPAKTUYECKUX 3aHATHIX.
3. |MnTepakTuBHas Gpopma Jlexuus-nuckyccus, nexkuus- |Jlekuus «0GpaTHOM CBA3WY, peNOoIararowas

NPOBENEHUS 3aHATUH

Oecena

00Cy>KIeHHe CIIOPHBIX BOMPOCOB,
BO3HUKAIOLIMX MPU U3JIOXKEHUH MaTepuasa B
ayAUTOPUHU.

Berpeun ¢ npencraBuTensiMu npodHIbHBIX

11



KOMHaHHﬁ, MOCEICHHE CIENATU3UPOBAHHBIX
BBICTaBOK.

JucraHuuoHHOE 00yUeHHe

CamocrosrensHas paboTa,
KypcoBas paboTa

CamoCTOSATeNIEHO U3y4YeHHE 00YYatOUMUCS
y4eOHOro Matepuaia B JUCTAaHLIMOHHOM
pexkxume Ha nopraie http://do.sibstrin.ru/,
CaMOKOHTPOJIb OCBOSHHS MaTepuaia ¢
UCIIONB30BAaHUEM TECTOBOM Oa3bl MmopTrajia
JUCTaHUMOHHOTIO 00y4YeHH S, KOHCYJIBTALMH T10
BBIIIOJIHEHUIO IPAKTHYECKUX 3aIaHUI U
KYPCOBOMY IPOSKTHPOBAHHIO B On-line peskume.

12



6. MATEPUAJIBHO-TEXHIYECKOE OBECIIEYEHHUE
Tabnuua 6.1 — MaTepuaibHO-TeXHUYECKoe obecreyeHne TUCLMILIMHEI

HaumeHoBaHue crielMaIbHbIX *
TIOMELIEHNH 1 TOMEIICHUM IS
CaMOCTOSATENBHOM paboThI

OcHaleHue CreluaibHbIX MOMEILEHUH 1 IOMEIIEHUH U1 CaMOCTOATENBHOM
paboTel

1

2

3manvie yyeOHOro Kopiyca o
yn.Jlenunrpanckas, 113, 241 ayn.
(CPC)

VueGHas ayauTOpHs 1J1 MPOBEACHHUS 3aHATHH JIEKLIMOHHOIO THIIA, 3aHATHH
CEMHMHAPCKOTO THIIa, KypPCOBOTO IPOEKTUPOBAHHS (BBITOIHEHHSA KyPCOBBIX
paboT), rPYIIOBBIX U HHAWBUIYATIBHBIX KOHCYJIBTALMHA, TEKYILETO KOHTPOJIA U
MPOMEXKYTOYHOH aTTeCTalyu.

KomnbroTepHoe 060pyHoBaHue: KoMIbioTep 15 ., mpoekTop 1 mr., 3kpaH 1
1IT.; AKycTHKA (IPUOOPBI): aKyCTHYECKUE CUCTEMBI I TK 1
wt.;OGopynoBaHue s y4eOHOro mpouecca: JOCKa ayJuTopHas 1
wT.;Me6ens: CTybs 8 WT., CTYNbS 26 LIT.

Obu1ee KOTHUECTBO MECT: 15

3naHue yueOHOro Kopiyca o
yn.Jlenunrpanckas, 113, 244 ayn.
(3auert, [IpakTudeckue)

VyueGHas ayauTopHs JJIs MPOBEACHUS 3aHATHH JEKLIHOHHOIO THIIA, 3aHATHH
CEMHHAPCKOTr0 THIIa, KyPCOBOI'O MPOEKTUPOBAHHU (BBINOTHEHHUS KYPCOBBIX
paboT), rpyIIOBIX ¥ HHAUBUIYATBHBIX KOHCYIbTALUMN, TEKYLIEro KOHTPOJIS 1
MIPOMEIKYTOUHOH aTTECTALHH.

KommsrotepHoe 060pynoBaHue: KOMIbIOTep 17 WT., mpoekTop 1 mT., 3kpaH 1
1T.; AKyCTHKA (MPUOOPBI): aKyCTHYECKUE CUCTEMBI I MK 1
wt.;O6opynoBanue 41 y4eOHOro mpoLecca: 0cKa ayAuTopHas 1
wt.;Mebens: crynesa 17 wr., crynes 33 wT.

Ob1ee KOTU4ECTBO MecT: 17

3maHue y4eOHOro Kopimyca 1o
yn.Jlenunrpanckas, 113, 249 ayn.
(ITpakTuyeckue)

VueGHas ayquTopus 1A MPOBEISHUS 3aHATHUH JIEKLIMOHHOIO THIIA, 3aHATHH
CEMHHAPCKOTrO THIIA, KYPCOBOTO MPOSKTUPOBAHHUA (BBINOTHEHHU KyPCOBBIX
paboT), rPyNIOBBIX U HHAUBUIAYATBHBIX KOHCYIBbTALMH, TEKYLIErO KOHTPOJISA 1
NPOMEXKYTOYHOH aTTeCTALMH.

KomneroTepHoe 060pynoBanue: kommsiotep 20 mT., mpoekTop 1 mr., sxpaH 1
wt.;Axyctrka (mpubopsl): aKyCTHYECKHE CUCTEMBI Ul TIK 1
wrt.;O60pyaoBanue s yueGHOro rpouecca: JOCKa ayJUTOpHas 1
wt.;Me6enb: cTyNbs 22 IT., CTybs 38 1IT.

O6uiee konuyecTBo Mect: 20

3nanue yuyeGHOro KopItyca o
yn.Jlenunrpanckas, 113, 416 ayn.
(Jlexpm)

VuebHas ayquTopus Ui IPOBENSHUS 3aHATUH JIEKLIMOHHOIO THIIA, 3aHATHI
CEMHHApPCKOTr0 THIA, KYPCOBOI'0 IIPOSKTUPOBAHHUA (BBINOTHEHHUS KyPCOBBIX
paboT), rpyNnoBbIX U HHAUBUAYAIBHBIX KOHCYIbTALUM, TEKYLIEro KOHTPOJIS 1
MPOMEXKYTOYHOH aTTeCTalMH.

KomrsroTepHoe obopynoBanue: NpoekTop 1 wr., HoyTOyK 1 IIT., IPOEKTOp
(axceccyapsr) 1 WT.

O6uree konu4yecTBo MecT: 87

*  CrelyabHble TOMEIEeHUS — y'-Ie6HE>Ie ayOUTOPUU I IPOBEACHUA 3aHATHH JICKLIUOHHOTO THUIIA, 3aHATHH
CEMHMHApPCKOro Tumna, KypcoBoro Npo€KTHpOBaHUA (BLIHOJ’IHCHHe KYPCOBBIX pa60T), I'PpYNIIOBBIX U
HHOWUBUOYaJIBHBIX KOHCyanaHI/Iﬁ, TEKYLWETOo KOHTPOJIA U HpOMe}KYTOLIHOﬁ aTTecTallly, a TakK K€ NOMEIICHUA OJIA

CaMOCTOSTEILHON paboTsl

ABTOp-pa3paboTurk (BemyLIHH JEKTOp)

A.C.CyxaHoB
7)

(moanmce)
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